In this paper, we investigate precoding techniques for physical-layer security in multi-user MIMO systems under various conditions of channel state information (CSI). A Lattice Reduction (LR) aided non-linear precoding technique based on Successive Optimization Tomlinson-Harashima Precoding (SO-THP) and Simplified Generalized Matrix Inversion (S-GMI) technique is proposed along with a strategy for injecting artificial noise prior to transmission. Simulation results show that the proposed LR-SO-THP+S-GMI precoding technique outperforms existing non-linear and linear precoding algorithms in terms of BER and secrecy rate performances.
I. INTRODUCTION
Wireless system data security has been traditionally dominated by encryption methods like Data Encryption Standard (DES) and Advanced Encryption Standard (AES) in the network layer [1] . However, these encryption algorithms suffer from high complexity and latency. Therefore, the investigation of novel secrecy techniques in physical layer with better performance has become an important research topic. In the 1970s, Wyner posed the Alice-Bob-Eve problem and proposed the wire-tap transmission system in [2] . Later on another study reported in [3] showed that secrecy transmission is possible even when the eavesdropper has a better channel than the receiver with confidential messages in a statistical sense. In some later works [6] and [7] , it has been found that by adding artificial noise to the MIMO system the secrecy of the transmission can be further enhanced. In [8] Khisti developed a genieaided upper bound for the MIMO secrecy capacity based on the generalized singular value decomposition (GSVD). In [9] the authors have shown that dirtypaper coding (DPC) can achieve the secrecy capacity region for the MIMO Gaussian broadcast channel. However, considering the high complexity of DPC, this is not practically achievable. Therefore, until now the secrecy capacity remains unknown for the most general multiuser MIMO broadcast channel. In recent research [10] , the authors have considered multiuser broadcast channel with cooperative jamming. Without cooperative jamming, there are few works on physical layer security for multiuser broadcast channel.
A. Related Work
In recent years, precoding techniques have been widely applied to multi-user MIMO (MU-MIMO) systems, which include wireless local area and cellular networks. Precoding techniques rely on pre-processing the transmitted data with the help of CSI. In [11] , different kinds of precoding techniques such as Block Diagonalization (BD), Tomlinson-Harashima precoding (THP) have been reported. However in most situations, designer only has access to imperfect CSI of the users of interest. Dealing with imperfect CSI and the absence of CSI of the eavesdropper is a major challenge.
B. Contributions
In our research the proposed Successive Optimization Tomlinson-Harashima Precoding and Simplified Generalized Matrix Inversion (SO-THP+S-GMI) precoding shows a better performance in terms of complexity and secrecy rate. In this paper based on SO-THP+S-GMI precoding we associate this non-linear technique with Lattice Reduction (LR) strategy. Simulation results show that without significantly affecting the complexity and secrecy rate performance the proposed LR-SO-THP+S-GMI precoding technique outperforms existing non-linear and linear precoding algorithms in terms of BER performance.
The rest of this paper is organized as follows. In Section II, the system model and the performance metrics are given. The proposed LR-SO-THP+S-GMI precoding algorithm is introduced in Section III. In Section IV, the simulation results are presented and discussed. The conclusions are given in Section V.
Notation: Bold uppercase letters A ∈ C  × denote matrices with size  ×  and bold lowercase letters a ∈ C  ×1 denote column vectors with length  . {·} denotes statistical expectation. Conjugate, transpose, and conjugate transpose are represented by (·) * , (·)  and (·)  respectively; I  is the identity matrix 978-1-4799-5294-6/14/$31.00 ©2014 IEEE of size  ×  ; diag{a} denotes a diagonal matrix with the elements of the vector a along its diagonal; CN (0  2  ) represents  entries with zero mean and  2  variance.
II. SYSTEM MODEL AND PERFORMANCE METRICS
In this section we will give a brief introduction to the system model used in the transmission as well as the performance metrics that are used in the simulations. 
A. System Model
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Fig. 1: System model of a MU-MIMO system with T users and K eavesdroppers
Here we consider an uncoded MU-MIMO system with multiple eavesdroppers (MU-MIMOME) in the broadcast channel. At the Access Point (AP) a transmitter equipped with   antennas is used to transmit  user data streams. The th user's data stream is received by   receive antennas. Along with the T users,  eavesdroppers each equipped with   receive antennas also receive data from the transmitter. The quantity H  ∈ C   ×  and H  ∈ C   ×  correspond to the channel matrix of the th user and the th eavesdropper, respectively. The Gaussian noise with  entries of each user and eavesdropper is distributed as CN (0  2  ) and CN (0  2  ), respectively. In the scenarios without artificial noise, each user's or eavesdropper's received data vector is described by
where the quantity
is used to guarantee that the transmit power after precoding is the same as the original transmit power   of user . The quantity P  ∈ C   ×  is the precoding matrix. We use the vector x  ∈ C   ×1 to represent the signal after precoding. Without artificial noise the precoded vector x  is given by
where the quantity s  ∈ C ×1 is the transmit data vector.
If the artificial noise is applied before the transmission, following the description in [7] , the signal after precoding is given by
where the quantity P 0  ∈ C × is the precoding matrix. The vector s 0  ∈ C ×1 is the jamming signal. Suppose 0    1 is the fraction of the power devoted to the information signal and P 0   P 0  = I. Then the artificial noise should satisfy
In (4) and (5) the quantity Q 0  ∈ C × is the covariance matrix associated with the jamming signal s 0
In [21] , it shows a generalized artificial noise with more flexible covariance matrix to improve the secrecy rate. Besides the construction introduced in [7] , the study in [18] reports a system with a helping interferer to improve the achievable secrecy rate.
B. Performance Metrics
From [2]- [5] , we have the definition of the secrecy capacity as the maximum transmission rate Alice can achieve during the transmission without any information detected by the eavesdropper. From [5] without artificial noise, we have the secrecy capacity for the MIMO system
and the achievable secrecy rate is
In (7) I(X  ; Y  ) and I(X  ; Y  ) represent the mutual information between the transmitter to the user as well as the eavesdropper. X   Y   Y  are the transmitter signal vector, the legitimate receiver signal vector and the eavesdropper receiver signal vector, respectively. In (8) Q  is the covariance matrix associated with the signal after precoding x  . The second performance metric is the BER estimated by the different links. Ideally, we would like the users to experience a reliable communication while the eavesdropper can not detect the information symbols. (virtually no reliability when communicating).
Thirdly, the computational complexity should also been taken into consideration. With the increase of the number of users, the algorithm with high computational complexity will suffer from a long time delay.
III. PROPOSED PRECODING ALGORITHMS
In this section, we will detail the proposed precoding algorithms.
A. Lattice-Reduction(LR) aided Algorithm
For the LR aided strategy, we employ the complex lattice reduction algorithm (CLR) [16] to implement the size reduction before the reordering with the SO processing. Therefore, the LR transformed channel for the th user is obtained as
where H  ∈ C × is the transposed reduced channel matrix. The quantity M  ∈ C × is the transform matrix generated by the CLR algorithm [16] . Note that the transmit power constraint is satisfied since M  is a unimodular matrix.
B. LR aided SO-THP Precoding
According to [20] , we assume that the modified data vector u  = s  + z  , where u  ∈ C   ×1 is the original data vector and z  ∈ C ×1 is the intended modulo vector. According to the analysis developed in [19] , the output of ZF-THP feedback processing can be expressed as:
where B ∈ C   ×  is the feedback matrix with zeros on the main diagonal entry and v  ∈ C   ×1 . After the feedforward matrix F  ∈ C × , the transmit precoded vector can be obtained as
The received signal y − ∈ C   ×1 then can be written in the following form:
In [12] , the SO-THP algorithm is illustrated as a combination of a successive optimization technique and Tomlinson-Harashima precoding. The reordered feedforward and feedback matrices in [12] are expressed as
where the complex unitary matrix D = ⎛ ⎜ ⎝ D 1 . . .
D 
⎞ ⎟ ⎠ and F are both obtained by using the BD precoding algorithm in [11] .
C. LR-aided S-GMI Precoding
The concept of generalized matrix inversion precoding has been introduced in [13] . The GMI scheme uses the QR decomposition to decompose the MMSE channel inversionH  as expressed bȳ
whereH  ∈ C × ,Q  ∈ C × ,R  ∈ C × and GMI takes the noise into account. In [14] , it has been shown that the interference will not affect the sum-rate performance. Therefore, a simplified GMI (S-GMI) is developed in [14] as an improvement of the original RBD precoding in [11] . This is known as S-GMI. Therefore, the decomposition of the effective channel, the precoder and the receive filter are
In the LR-SO-THP+S-GMI algorithm, the feedforward matrix (12) is obtained by reordering the S-GMI precoding matrix (17) . It worth to note that if the SO-THP precoding and S-GMI precoding based on original channel matrix, which means the transform matrix M  = I  in (9), the algorithm is the SO-THP+S-GMI precoding that we have proposed. The novelty of the proposed LR-SO-THP+S-GMI algorithm lies in the replacement of the original user channel with the channel aided by the LR strategy.
IV. SIMULATION RESULTS
A system with   = 4 transmit antennas and  = 2 users as well as  = 2 eavesdroppers each equipped with   =   = 2 is considered. In the simulations, we assume that the channel for each user is uncorrelated and is generated following a complex Gaussian model with zero mean and variance equal to one.
A. Computational complexity
In [15] , the Floating-Point Operations Per Second (FLOPS) for real QR, SVD and complex QR algorithms are given. The number of FLOPS of the multiplication operation, the QR decomposition, the matrix inversion as well as the SVD with different matrices obtained have been reported in [15] . With the CLR algorithm [16] , we can directly obtain the QR decomposition of the effective channel and compared with the proposed SO-THP+S-GMI algorithm it requires a slightly higher computational complexity. Fig. 3 shows proposed LR-SO-THP+S-GMI precoding outperforms other precoding techniques in terms of the BER performance. According to Fig. 4 , the secrecy rate will level out according to the ratio between the main channel and the wire-tap channel . From Fig.  4 , we can also see that among all the investigated precoding algorithms, the proposed LR-SO-THP+S-GMI precoding can achieve a certain secrecy rate with lower SNR. 
B. Perfect Channel State Information

C. Imperfect Channel State Information
In Fig. 5 , the secrecy rate performance is evaluated in the imperfect CSI scenario, which shows a degradation of secrecy rate. Furthermore, the secrecy rate requires a very high SNR to converge to a high secrecy rate. The proposed LR-SO-THP+S-GMI precoder has the best secrecy rate performance among all the studied precoding techniques.
D. Imperfect Channel State Information With Artificial Noise
In Fig. 6 although the artificial noise is added, the total transmit power   will remain the same. In the simulation 20% of the transmit power   is used to Fig. 6 : Secrecy rate with precoding techniques (2 2)× (2 2) × 8 MIMOME channel with imperfect CSI adding artificial noise,  = 1 generate the artificial noise. In Fig. 6 , with higher SNR, we can have better secrecy rate performance.
V. CONCLUSION
The proposed LR-SO-THP+S-GMI algorithm requires low computational complexity among non-linear techniques and outperforms all investigated techniques in BER performance. Moreover the security of the transmission with LR-SO-THP+S-GMI is superior to existing techniques. When artificial noise is added, even with better eavesdroppers' channel the performance can be improved further at high SNR.
